	[bookmark: _Toc105743980][bookmark: _Toc105743981][bookmark: _Hlk104282985]
Records Management Policy


	Policy Number:
	

	Effective Date:
	

	Date of Council Approval:
	


	Motion Number:
	





[bookmark: _Toc136213932]Purpose

This policy describes how the town manages the records it relies on to fulfil its mandate. Records are retained in an accessible, secure manner to support operations and to respond to information requests, legal or audit processes. Records are managed as required by legislation including, but not limited to, The Municipalities Act and The Access to Information Management and Protection of Privacy (ATIPP) Act (2015) and The Municipal Conduct Act. Records are securely destroyed when the town no longer has a legal requirement to retain it. These requirements are defined in the Town’s Records Retention and Disposal Schedule (RRDS).
[bookmark: _Toc105743982][bookmark: _Toc136213934][bookmark: _Hlk103585037]Scope

This policy applies to all employees, elected officials, contractors, consultants, partners, students, temporary workers, volunteers, vendors, agents, third parties and other persons working on behalf of the town (hereafter referred to as “Town Users”).
This policy applies to information in all formats, including physical (paper and hard copy), electronic records (including e-mail and instant messages), records in databases, datasets, or websites and any other technology in which information is created and managed. 


[bookmark: _Toc105743989][bookmark: _Toc136213942]Policy Statements
3.1. General

3.1.1. All records collected, created, received and/or maintained by Town Users resulting from work completed on behalf of the town is the property of the town. 
3.1.2. Town Users conduct all town business using town-issued accounts and devices unless approved by the Town Clerk (e.g., use of personal computer may be approved). 
3.1.3. Town Users return all records, including copies, as well as town-issued equipment used to create and/or store records to the Town Clerk at the end of their term or employment.  
3.1.4. Town Users do not share their town-issued username or password.
3.1.5. Town Users do not use their town-issued email address for personal use. 

3.2. [bookmark: _Toc105743990][bookmark: _Toc136213943]Collection

3.2. 
3.2.1.   Collection of personal information:
3.2.2. Occurs whenever the town acquires, receives, obtains, gathers, or compiles personal information and then creates a record of that personal information. 
3.2.3. Occurs via telephone, email, correspondence, form, interview, etc.
3.2.4. Is limited to only that which is necessary to provide a program or service.
3.2.5. Requires a privacy notice as set out in s. 62(2) of the ATIPP Act, 2015, be given either verbally or in writing).

3.3. [bookmark: _Toc105743991]Creation

3.3. 
3.3.1. Town Users record all town decisions, transactions, and operations. 
3.3.2. Personal or confidential content is not included where such records are open to public inspection as required by The Municipalities Act.

3.4. [bookmark: _Toc105743992][bookmark: _Toc136213944]Receipt

3.4. 
3.4.1. Town Users do not open electronic messages or download attachments unless they are from known or trusted sources/contacts. 
3.4.2. Town Users verify sources of information via direct person to person contact (e.g., phone or direct messaging to known accounts) as needed. 

3.5. [bookmark: _Toc105743993][bookmark: _Toc136213945]Organization/Storage

3.5. 
3.5.1. Town records are organized as directed by the Town Clerk. 
3.5.2. Town records are stored in secured storage locations as directed by the Town Clerk. 
3.5.3. Reasonable security measures are used to transport and store removable media. 
3.5.4. Removable media is password protected and/or encrypted. 
3.5.5. Records stored on removable media are returned to the Town’s storage location when no longer required for business purposes.

3.6. [bookmark: _Toc105743994][bookmark: _Toc136213946]Using/Sharing

3.6. 
3.6.1. Town records are used and shared minimally in a manner consistent with the original purpose of collection/creation in accordance with the ATIPP Act, 2015.  
3.6.2. Town users do not disclose confidential information obtained in the course of their duties, except as required by law or as authorized by the town to do so.

3.7. [bookmark: _Toc105743996][bookmark: _Toc136213948]Retention, Disposition or Transfer 

3.7. 
3.7.1. Electronic information is acceptable as a record of Town business provided: 
3.7.2. It is retained in the format in which it was made, sent or received or in a format that does not materially change the electronic information that was originally created, sent or received.
3.7.3. It is accessible and usable to those authorized to access it.
3.7.4. There is sufficient metadata to document its authenticity including where the electronic information was sent or received, the origin and destination of the electronic information and the date and time when it was sent or received. 
3.7.5. Town users dispose of transitory records as a regular course of business. 
3.7.6. The RRDS authorizes the retention and disposition of the town’s records. 
3.7.7. Town records may be transferred to a third party as approved by the Town Clerk.
3.7.8. Town records will be destroyed securely and completely, without possibility of reconstruction.


[bookmark: _Toc105743997][bookmark: _Toc136213949]Roles and Responsibilities

4. 
4.1. ATIPP Coordinator
Ensures responses to Access to Information requests are made within the statutory timeframe, as openly as possible, in compliance with the ATIPP Act, 2015 by:

4. 
4.1. 
4.1.1. Receiving and processing requests made under the ATIPP Act, 2015.
4.1.2. Coordinating responses to requests for approval by the head of the public body (as designated under s. 109 of the ATIPP Act, 2015). 
4.1.3. Communicating, on behalf of the town, with applicants and third parties to requests throughout the process including the final response.
4.1.4. Educating town users of the public body about the applicable provisions of ATIPP Act, 2015. 
4.1.5. Tracking requests made under ATIPP Act, 2015 and the outcome of the request.
4.1.6. Preparing statistical reports on requests for the head of the public body.
4.2. [bookmark: _Toc105743998][bookmark: _Toc136213950]Town Users

4.2. 
4.2.1. Creation, use and management of records as defined by this policy.

4.3. [bookmark: _Toc136213951]Town Clerk/Manager

(if these are separate roles the tasks can be allocated appropriately)

4.3. 
4.3.1. Overall management of the Town’s records.
4.3.2. Organize orientation and training for Town Users on their records management responsibilities. 
4.3.3. Provide tools and resources to Town Users to support compliance with this policy.
4.3.4. Authorize/issue equipment and tools to Town Users for the production/storage of town records (e.g., Town network and/or email account, computing devices, cellular phone, etc.).
4.3.5. Identify/approve record storage locations either onsite (e.g., town hall) or offsite (e.g., approve secure storage at a Town User’s home office).
4.3.6. Control access to Town records and storage locations. 
4.3.7. Retrieve and catalogue all records returned to the Town by the Town Users at the end of their term or employment. 
4.3.8. Support ongoing disposal of records as per the RRDS. 
4.3.9. Identify alternative storage locations for Town records including third party storage or archives. 
4.3.10. Advise Town Council of any risks associated with non-compliance.

4.4. [bookmark: _Toc136213952][bookmark: _Hlk104294088]Town Council

4.4. 
4.4.1. Approves and authorizes this policy.
4.4.2. Promotes compliance with this policy.
4.4.3. Ensures the town’s records management program is adequately resourced.
4.4.4. Designates the head of the public body for the town in accordance with s. 109 of the ATIPP Act, 2015. This person cannot also be the ATIPP Coordinator. 
[bookmark: _Toc105744004][bookmark: _Toc136213953]
5.0	Monitoring and Compliance

The town updates this policy as needed to accommodate changes in the business environment, legislation, and technology. Compliance with this policy is mandatory for all Town Users.  Non-compliance with this policy may result in disciplinary action. 
6.0 [bookmark: _Toc136213954]Definitions

Archive Storing information assets for a long term or permanent preservation.
Authenticity An authentic record is one that can be proven to be what it purports to be, to have been created or sent by the person purported to have created or sent it, and to have been created or sent at the time purported. (Source: ISO 15489-1: 2016)
Council A town council continued or incorporated under this Act and a regional council continued or incorporated under this Act.
Councillor Includes a mayor and a councillor of a town council and a chairperson and councillor of a regional council.
Compliance The set of activities and processes that result in meeting and adhering to applicable legislation, rules, and codes of professional conduct, as well as the organization’s policies and procedures.
Confidential information Information in the custody and/or control of the municipality that is prohibited from disclosure pursuant to legislation or court order or any other information that pertains to the business of the municipality generally considered to be of a confidential nature, including, but not limited to: 
· Any matter that falls under the exceptions to disclosure identified in the Access to Information and Protection of Privacy Act (ATIPPA), whether or not a request for access has been made,
· Personal information which would constitute an unreasonable invasion of privacy,
· Potential acquisitions or disposition of real property,
· Information which would reveal the substance of deliberation of a privileged meeting,
· Pending contracts including tenders, requests for proposals (RFPs), and records related to potential procurement,
· Draft documents and legal instruments including reports, policies, bylaws, and resolutions that have not been the subject matter of deliberation in a meeting open to the public,
· Employment and collective bargaining matters,
· Legal matters,
· Law enforcement matters. 
Destruction The process of eliminating or deleting records, beyond any possible reconstruction. 
Disposition The range of processes associated with implementing records retention, destruction, or transfer decisions, which are documented in records retention and disposal schedules.
Integrity The assurance that information is accurate, correct, and authentic by using consistent methods to create, retain, preserve, distribute, and track information (Source: ARMA). 
Metadata Short descriptive information about an email, document, or database such as its author, date and time created, length, language, and business unit owner.
Personal Identifiable Information (PII) means recorded information about an identifiable individual, including: 
· the individual's name, address, or telephone number,
· the individual's race, national or ethnic origin, colour, or religious or political beliefs or associations,
· the individual's age, sex, sexual orientation, marital status, or family status,
· an identifying number, symbol or other particular assigned to the individual,
· the individual's fingerprints, blood type or inheritable characteristics,
· information about the individual's health care status or history, including a physical or mental disability,
· information about the individual's educational, financial, criminal or employment status or history,
· the opinions of a person about the individual, and
· the individual's personal views or opinions, except where they are about someone else (Source: ATIPPA, 2015)
Policy High level overall plan containing a set of principles that embrace the general goals of the organization and are used as a basis for decisions. 
Record Any recorded information, regardless of medium or characteristics, made or received and retained by an organization in pursuance of legal obligations or in the transaction of business (Source: ARMA). The disposal of a municipal record must be authorized by the town council as per disposal authority such as a bylaw or Retention and Disposition Schedule.
Records Retention and Disposal Schedule (RRDS) Identifies how long different types of information assets are to be held, and how they will be archived or disposed of at the end of their lifecycle.
Removable Media All media/records that are stored on external memory devices such as but not limited to USB drive, external hard drives, SD cards, or optical media and tapes.
Transitory A record of temporary usefulness in any format or medium having no ongoing value beyond an immediate and minor transaction or the preparation of a subsequent record. Transitory records can be securely destroyed when no longer of value without authorization of the council.
Town Manager / Clerk A Town Clerk or a regional clerk responsible for the day-to-day administrative activities of the municipality. 
Town Users All employees, elected officials, contractors, consultants, partners, students, temporary workers, volunteers, vendors, agents, third parties and other persons working on behalf of the town.  



[bookmark: _Toc105744005][bookmark: _Toc136213955]11.0 Resources

Municipalities Act

Access to Information and Protection of Privacy Act 2015

Rod Hynes - Municipal Access and Privacy Analyst 
Department of Justice and Public Safety - ATIPP Office
4th Floor East Block, Confederation Building
PO Box 8700, St. John’s, NL, A1B 4J6
709 729-7308(t) (709) 729-2129 (f) 
email: rhynes@gov.nl.ca

Municipal Conduct Act
1

